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The Fundamental Principle

“... detect the event In
sufficient time to do something
positive about It... “

See htto.//www.gammassl.co.uk/topics/time/index. htm/
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Parameter Definition (Time)

B Time that event occurs, TE
B Time of detection, To or Twm
B Time problem is fixed, Tr

B Time at which impact occurs (if not fixed), Tw
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Parameter Definition (Money)

H Cost of doing business, C,,
M Cost of internal control, C,s
Bl Impact penalty, /,

M Cost of fix, C-
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Fundamental Model (too late)
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Fundamental Model (too late)
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Fundamental Model (too late)
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Fundamental Model (too late)
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Fundamental Model (too late)
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Fundamental Model (too late)
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Fundamental Model (in time)

Money (£)

.

P

b

Cost of IC% Cics

Time

©Wm. List & Co, Gamma Secure Systems Limited, 2004



@ cavmma
—

Fundamental Model (in time)
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Fundamental Model (in time)
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Fundamental Model (in time)
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Class | Ability to detect the event and take Type

recovery action

1 Prevents the event, or detects the event as it Preventive
happens and prevents it from having any impact

2 Detects the event and reacts fast enough to fix it Detective
well within the time window

3 Detects the event and just reacts fast enough to fix
it within the time window

4 Detects the event but cannot react fast enough to
fix it within the time window

5 Fails to detect the event but has a partially deployed Reactive
BCP

6 Fails to detect the event but does have a BCP

7 Fails to detect the event and does not have a BCP
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Packages

B 37 functional packages:

» Core o l. e
» 7/ ISD Packages '
» 13 SD Packages
» 11 SCP Packages
» 6 others

B Allows card configuration
to be tailored to suit
business/risk environment

B Causes problems with PPs

o ©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Security Architecture
Group 8

RTE API Access OP API Access

Group 7

RTE API

DAP Verification G rou p 6

Mandated DAP Verification
Non-secure Channel Secure Channel

Security Domain Access

Token Verification

Group 5

Issuer Security Domain Key Management
Access

Failure
Group 4
Supervisor

Card Audit :
Firewall

(€] o] U[oREP Object Reuse
Subject/Object
Identification

Random Number Generation

Tamper Resistance
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The Detall (1)

Fequest denled oF ervor A =
eq:r r*egp-:-nse 8 - Appications e c'.pm_t,u“ Applicalions may raise glharms and fupction_faijed

conditions wia the RTE AR

The APFs provide an interface to OF and RTE
funchions n the other Securilty Function Growps

KMo ri_user

Unknown_user &
li-?enmmd_syrtux_ﬂ{

Post
& - DAP Yerification Acc ] Hmiown_Liser
(=Ca or SDU)

Feguest denjed or ermy response

dandated DAP
"-.-'t':rih:::ai-::r_u_ B - Mon-zecure Channel
Unknowr Lser &

Pthhnriz;ﬂ command_syriax_ O

Mrionwm_Lizer

% Recuest_ T

authorized

P Flinction_
succeeded |——we= Funclion faiked

o Some TUhctions the stale of the Request demied or error response

card will have changed
Reguest_ Ok - Known_usear [=C4
Fre Post] Bre

5 - 1Esuer Security Domain
Access (C)

5 - Token YVerification
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The Detall (2)

’ command_s_yntax_OK ‘
Pre

Known_user (=CA)
Pre

5 - Issuer Security 5 - Issuer Security
Domain Access (A) Domain Access (B)

Post Post
Request_
authorized

destructio

Pre-OP_alive
Pre = Post

. Post
Function_
succeeded

Function failed Request denied or error response

For some functions the state of the card will have changed

Bre Post )
OP_alive

Function_ failed or
Last_function_failed_in
_last_card_session

OP_alive

4 - Failure Management| Function_ recovered A
re

Post
The state of the card will be as it was before
the failed function was reguested

power on | 3 - Supervisor (Invocatior| Post OP_alive and
~ Pre of SFs) (situation_OK or
last_function_failed_in_
last_card_session
Function_
succeeded p,
3 - Other RTE/ Pre
OS functions Command_
syntax_OK

2 - Random Number 2.1/0
Generation

alarm

OP_alive
Pre = Post

3 - Card Audit (CA)

Command_

alarm

OP_alive .
- Pre 3 - Firewall

Request_
authorized
Pre

Pre = Post
Pre-OP_alive

- - not_alarm and )
possible lifecycle (situation_OK or OP alive |3 - Object Reuse
state transition |45t function_failed_in_ Pre = Post
ost last_card_session

3 - Subject/Object
OP_alive Identification
Pre = Post

Pre = Post
Power_on

Pre = Post
Power_on

Pre = Post
Power_on

not_alarm

Pre = Post
Power-on or

Power_off 1 - Tamper Resistance
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Control Classifications

B On Card

» Mostly 1 (preventive) or 2 (detective)
» OK IF card works as expected

M Off Card
» PP are assumptions/assertions
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What i1f controls fail?

B How do we know?
Bl Do right people know?
B How can it be fixed?

M Does it matter?

Risk assessment

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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What i1s a Risk Treatment Plan?

B Risk Treatment: treatment process of selection
and implementation of measures to modify risk
[1SO Guide 73]

RISKS CONCERNIm
L“fcEﬁé".:fi*;‘;”’é’(il?ifo?ki“rli;‘:l.TSJ ZQZﬁSSEZZ‘ s

B Possible inakility to ooy

B Possible unwanted disclosure of sensifive information [e.q.

B Possible court action against our compan

The threat is the ha

Risk E5. A hacker could bring about our inability to c-::lrrg,r ou’r s0OMme
the network, The fist line of defence against such - G
therefore whether this firew all is always correctly configured, or if 15 URG
acceptable risk because there is a second line of defence, which lies i
“Haotfix and senvice pack wparades™,

Vulnerability

Risk Treatment
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Stylised RTPs

Bl Business driven risk assessment/ treatment using
events and impacts - making it all worthwhile

RISKS CONCERNI

The intermal networks are connected to the Internet.] There are also va

the inter et oks aly and read data, modify it, |
Orgamisation ey
The |mp§ of SLéh Eeiwfe:re

B Possible ihakility o cqrw out some or all of our bdsiness, ses ES.1 L E

amamcaamrans f?‘.f@-ﬁmﬁ‘l@ﬁ [e.g. Groups

B Rt | S P P N T B Tk AT S a Ta T a oS =T R 12 Faat e alatatart; frg e o ot st

The threat is the hacker.

Comg}g) n.(but.freatment.
the metueor T The fi ’r Ime of dﬁljﬁgqmst such an qfteck glrjg%gsl

"Hotfix dhd senvice DCICk’ Upgrades™, Howe ever:
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Stylised RTPs

Bl Business driven risk assessment/ treatment using
events and impacts - making it all worthwhile

RISKS CONCERNING HACKING

The internal networks are connected to the Internet, There are also v
access the internal networks remotely and read data, modify it, intro

The impacts of such avents are:

B Possible inakility to carmy out s Al of our business, see EA.1 .,

B Possible unwanted disclosure of sensitive information [e.g. Groups

B Possible court action against our compary for breach of the Dat

The threat is the hacker.

Risk E5.1 A hacker could bring about our inability to carry out som
the netwark. The first line of defence against such an attack is the fir
therafore whethar this firevweall is abways correctly configurad, orifis un
acceptable rsk because there 15 a second line of defence, which lies |
“Hotfix and service pack vparades™ Howewver:
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Example

B We are an application provider

suppose our business requirement Is

» An EMV application
» Not owned by card issuer
» MUST be the only one on card

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card issuer may make talke actions, for example in managing card content and attending to our requirements, that in practice are not in
out best business interests. Likewise, other application providers, or their applications may also act in a manner that iz prejudicial to our
buriness. The asrets concerned are our annlication and onr enstomers’ data.

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card issuer may make take actions, for example in managing card content and attending to our requirements, that in practics are not in
out best business interests. Likewise, other application providers, or their applications may also act in a manner that iz prejudicial to our

business. The assets concernad are our application and our customers” data.

The impacts of such events are: <<Consider highlighted one and incorporate/delete as appropriate ==

Probable customer dizatisfaction, see
Possible adverse press coverage, see
Poszsible court action , see

Frobable lozs of revenue, see
Probable unanticipated costs, see
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Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card izsuer may make take actions, for example in managing card content and artending to our requirements, that in practice are not in
out best business interests. Likewize, other application providers, or their applications may also act in a manner that iz prejudicial to our
business. The assets concerned are our application and our customers’ data.

The impacts of such events are: <<Consider highlishted one and incorporate/delete as appropriate ==

Frobable customer disatisfaction, see
Possible adverse press coverage, see
Possible court action , see

Probable loss of revenue, zee
Frobable unanticipated costs, see

The principal threats are the card issuer, other application providers, other applications, cardholders and attackers.
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f‘:_‘ﬂli\l\
Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card izsuer may make take actions, for example in managing card content and artending to our requirements, that in practice are not in
out best business interests. Likewize, other application providers, or their applications may also act in a manner that iz prejudicial to our
business. The assets concerned are our application and our customers’ data.

The impacts of such events are: <<Consider highlishted one and incorporate/delete as appropriate ==

Frobable customer dizsatisfaction, see
Possible adverse press coverage, see
Possible court action , see

Probable loss of revenues, see
Frobable unanticipated costs, see

The principal threats are the card issuer, other application providers, other applications, cardholders and attackers.

Risk 1a  Our contract with the card izsuer iz that there will only be one EMV application on the card, that one being ours. Suppose post-
izsuance there were two or more. We can take action to prevent a second application provider from loading such an application by having a
veto on application downloads. The veto is established though inclusion of Package C (Mandated DAF Support, see [2]0.

Package C iz a preventive measure.

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Example RTP

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card issuer may make tale actions, for example in managing card content and attending to our requirements, that in practice are not in
out best business interests. Likewise, other application providers, or their applications may also act in a manner that is prejudicial to our
business. The assets concerned are our application and our customers’ data.

The impacts of such events are: <<Consider highlishted one and incorporate/delete as appropriate ==

Probable customer dizatisfaction, see
Possible adverse press coverage, see
Possible court action , see

Probable loss of revenues, see
Probable unanticipated costs, ses

The principal threats are the card issuer, other application providers, other applications, cardholders and attackers.

Risk 1a  Our contract with the card izsuer iz that there will only be one EMV application on the card, that one being ours. Suppose post-
igsuance there were two or more. We can take action to prevent a second application provider from loading such an application by having a
veto on application downloads. The veto is established though inclusion of Package C (Mandated DAF Support, see [2]0.

FPackage C iz a preventive measure.

Risk 1b HMNotwithstanding the GlobalFPlatform on-card contreols, should they fail or some enterprizing attacker find a way around them
then other applications may be downloaded contrary to our wishes. These, should they exizt, could be detected by periodic audit, but that
can only be done if we have control of the card, i.e. our application or security domain iz Selected. Also it might take too long compared to
performing the transaction that the cardholder wishes to transact thereby giving rise to custormer dissatisfaction. In monitoring the EMY
transactions, we could look for a gross drop in the total number of transactions for all customers, but that would not distinguish between a
custommer using our card with another payment application on it, using a different card, or a true drop in business activity. . We therefore
hawve to accept thiz rizk..

Delete application Extradite application

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Are solutions cost effective?
B Chip and Pin
Cost effective IF

cost to Implement <
decrease In cost of fraud

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Example RTP - cost effective?

RISKS ADVERSE ACTIONS BY CARD ISSUER, OTHER APPLICATION PROVIDER
AND THEIR APPLICATIONS

The card izsuer may make take actions, for example in managing card content and artending to our requirements, that in practice are not in
out best business interests. Likewize, other application providers, or their applications may also act in a manner that iz prejudicial to our
business. The assets concerned are our application and our customers’ data.

The impacts of such events are: <<Consider highlishted one and incorporate/delete as appropriate ==

Frobable customer dizsatisfaction, see
Possible adverse press coverage, see
Possible court action , see

Probable loss of revenues, see
Frobable unanticipated costs, see

The principal threats are the card issuer, other application providers, other applications, cardholders and attackers.

Risk 1a  Our contract with the card izsuer iz that there will only be one EMV application on the card, that one being ours. Suppose post-

izeuance there were two or mdgre n by having a
veto on application downloads) The veto is established though inclusion of Package C (Mandated DAF Support, see [2]0.

Package C iz a preventive rmedemmme

Is It worth 1t?

©Wm. List & Co, Gamma Secure Systems Limited, 2004




Summary

B CSRS includes concepts of time

Bl Selecting controls from options

» lime to detect
» Time to fix (or limit damage)
» Most are preventive - class 1

BUT

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Summary (2)

B \What of the off card controls?

Bl Each Actor should ask

> Will it work?

> Will 1 find out if not?

> In time to fix?

» Does It matter?

» Will it affect my profit?

©Wm. List & Co, Gamma Secure Systems Limited, 2004
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Conclusion

B Each Actor will do Risk analysis anyway

M In Event/impact form
» Which everyone can follow

Bl Derive the card configuration required for risk
profile

B Ensure better overall internal control

. ©Wm. List & Co, Gamma Secure Systems Limited, 2004
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