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Time Metrics
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The Fundamental Principle

“… detect the event in 
sufficient time to do something 
positive about it… “

See http://www.gammassl.co.uk/topics/time/index.html
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Parameter Definition (Time)

Time that event occurs, TE

Time of detection, TD or TM

Time problem is fixed, TF

Time at which impact occurs (if not fixed), TW
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Parameter Definition (Money)

Cost of doing business, CBA

Cost of internal control, CICS

Impact penalty, IP

Cost of fix, CF
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Continuum of Classes

Fails to detect the event and does not have a BCP7

Fails to detect the event but does have a BCP6

ReactiveFails to detect the event but has a partially deployed 
BCP

5

Detects the event but cannot react fast enough to 
fix it within the time window

4

Detects the event and just reacts fast enough to fix 
it within the time window

3

DetectiveDetects the event and reacts fast enough to fix it 
well within the time window

2

PreventivePrevents the event, or detects the event as it 
happens and prevents it from having any impact

1

TypeAbility to detect the event and take 
recovery action

Class
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Packages
37 functional packages:
Core
7 ISD Packages
13 SD Packages
11 SCP Packages
6 others

Allows card configuration 
to be tailored to suit 
business/risk environment

Causes problems with PPs
33

DAP
verification

21

CVM

15

Delegated
Management

4

16

14

13

12

11

10

9

876 5

17

29

28

27

26

25242322

20
19

18

30

373635

31

0

3

2

1

32 32

34

Application
code

verification

Cryptographic
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Security Architecture
Applications Group 8

Group 7

Group 6

Group 5

Group 4

Group 3

Group 2

Group 1

RTE API Access OP API Access

RTE API OP API

DAP Verification

Mandated DAP Verification Non-secure Channel

Security Domain Access
CVM Handling

Secure Channel

Key Management

Token Verification

Load, Install, Personalize
Extradite, Delete

Receipt Generation

Life Cycle Management
Other Functions

Issuer Security Domain
Access

Failure
Management Self Test

Supervisor
Card Audit

Event Actions

Firewall

Object Reuse
Subject/Object
Identification

Sensors and Alarms Memory Content Random Number Generation I/O

Internal Communications Encryption/Decryption

Tamper Resistance
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The Detail (1)
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The Detail (2)

1 - Tamper Resistance

2 - Memory Content

2 - Internal
Communication

2 - Sensors and Alarms

3 - Supervisor (Invocation
of SFs)

3 - Object Reuse

3 - Subject/Object
Identification3 - Event Actions

4 - Self Test4 - Failure Management

3 - Card Audit (CA)

5 - Receipt Generation

personalize, extradite,
delete

5 - Lifecycle Management

5 - Other functions

loading)

5 - Key Management (Key
destruction)

2 - Random Number
Generation

2 - Encryption/Decryption

2 - I/O

3 - Firewall
3 - Supervisor (Command

dispatch)

3 - Supervisor (C-syntax
validation)

Power-on or
Power_off

Function_
succeeded

Post

Function failed

Function_ failed or
Last_function_failed_in
_last_card_session

Pre

error response

For some functions the state of the card will have changed

The state of the card will be as it was before
the failed function was requested

5 - Key Management (Key
loading CM)

Pre-OP_alive
Pre = Post

Function_ recovered
Post

5 - Issuer Security
Domain Access (A)

5 - Issuer Security
Domain Access (B)

Request denied or error response

Request_
authorized

PostPost

_ &
command_syntax_OK

Pre
Known_user (=CA)
Pre

Alarm
Post

Pre

alarm

not_alarm

Command_
syntax_OK

Post

Command_
syntax_OK

Post

Prepossible lifecycle
state transition

Power_on
Pre

alarm

Function failed

OP_alive
Pre = Post

OP_alive
Pre = Post

OP_alive
Pre

OP_alive
Post

alarm

Power_on
Pre

Power_on
Pre = Post

Power_on
Pre = Post

Power_on
Pre = Post

Pre = Post

OP_alive
Pre = Post

v

3 - Card Audit (CM)
Pre-OP_alive

Pre = Post

OP_alive
Pre

OP_alive
Pre

3 - Other RTE/
OS functions

OP_alive and
(situation_OK or

last_function_failed_in_
last_card_session

Post

not_alarm and
(situation_OK or

last_function_failed_in_
last_card_session

Request_
authorized

Function_
succeeded Post

Post

Pre

Post

5 - Key Management (Key
destruction)

5 - Key Management (Key
access)
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Control Classifications

On Card
Mostly 1 (preventive) or 2 (detective)
OK   IF card works as expected

Off Card
PP are assumptions/assertions
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What if controls fail?

How do we know?

Do right people know?

How can it be fixed?

Does it matter?

Risk assessment
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What is a Risk Treatment Plan?
Risk Treatment: treatment process of selection 
and implementation of measures to modify risk 
[ISO Guide 73]

Assets

Impacts

Event

Threats

Risk

Risk Treatment

Vulnerability
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Stylised RTPs
Business driven risk assessment/ treatment using 
events and impacts making it all worthwhile

Event

•Aircraft broken down
•Bagage handler strike
•Theft
•Acts of God
•Regular Fraud
•IT failure
•Hacking
•etc

Organisation 
Specific

Common (but treatment 
might be different!)
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Stylised RTPs
Business driven risk assessment/ treatment using 
events and impacts making it all worthwhile

•Adverse press coverage
•Questions in parliament
•Court action against org
•Failure to prosecute
•Unanticipated costs
•etc

Impacts
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Example

We are an application provider  

suppose our business requirement is

An EMV application
Not owned by card issuer
MUST  be the only one on card
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Example RTP
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Example RTP
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Example RTP

Delete application Extradite application
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Are solutions cost effective?

Chip and Pin

Cost effective IF
cost to implement <

decrease in cost of fraud
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Example RTP - cost effective?

All Changes?EMV Pre loaded

EMV personalised
Others down load required

Is it worth it?
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Summary

CSRS includes concepts of time

Selecting controls from options
time to detect
Time to fix (or limit damage)
Most are preventive - class 1

BUT



©Wm. List & Co, Gamma Secure Systems Limited, 2004

Summary (2)

What of the off card controls?

Each Actor should ask
Will it work?
Will I find out if not?
In time to fix?
Does it matter?
Will it affect my profit?
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Conclusion

Each Actor will do Risk analysis anyway

In Event/impact form
Which everyone can follow

Derive the card configuration required for risk 
profile 

Ensure better overall internal control
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