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Introduction —

I Open Platform is a cross industry standard for dynamic
multi-application smart cards

¥ htto.//www.globalplatform.org
i JavaCard™ 2.1.1 JCRE Specification

I Open Platform = JCRE “Installer” + card management &
security services extras

B Need to demonstrate trustworthiness of OP

I Open Platform Protection Profile (OP3)
¥ hitp.//www.visa.com/openplatform

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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The Card Specification —_
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Security Assumptions ~ ®&uw

i OP card is merely a component

B Need to trust

¥ back-office systems

¥ cryptographic key management

¥ card/chip operating environment (COE)

¥ off-card security procedures (actors and roles)

i Assumptions expose vulnerabilities that OP card
cannot protect itself against

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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i Extensive access control rules (discretionary and
mandatory)

i Intrusion detection, Secure recovery

1 Cryptography

» host-card authentication, key confidentiality,
message authentication, message encryption,
MAC chaining

» receipt generation and DAP / token verification

i Application code verification

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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] Usual structure 5212 STATIC KEY DISTRIBUTION (FCS_CKM.2+1)

The TSF shall distribute static keys in accordance
with a specified cryptographic key distribution
method ([assignment: the relevant APDU commnand

B Bags of refinement,  sismeisi it e e o
lots of iterations

FC5_CEM2+11

This component is necessary to support
the various eryptographic operations
that inturn support
C.SECURE_COMNWITMNICATIONS,
CO.REPLAY _DEFENSE and
CLAUTHORIZED _LOADING.

In contrast to FCS_CKMWL2+2 (zee
section 2.8.1.4), inwhich keys
generated on card are distributed o off
card entities, this cormponent receives
off card generated keys and distributes
them to a Security Domain as
appropriate.

i Packages for OP
options

Security APT Definition: This
cornponent is utilized by the [select:
decrypt VerifyKey, decryptData) security
APT to decrypt a key received by the
applicarion within a Secure Channel. Tt
is available to applications to load their
own keys encrypted by their Security
Domain’s Ksge.

i Appendices on COE
and applications

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001

The appropriate Security Domain
could be the Issuer Security Dormain.
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Optional Components ~ @

i Assignments and selections for implementation
choices

i Use packages for functional choices

» Basic package +

» Delegated Management
» DAP Verification

» CVM

» etc.

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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Packages S

i Different assumptions, policies, objectives and
functions - common threats

3.3 Organizational Security Policies... o SRR ~ |
331 Organizational Secunty Policies Applmahlc t{- A]l TGE Conﬁglnhm ................................. 3-14
3311 PLGENERAL. ......oooiiiiiiiiiieieeitscose s et s esseas s ea s e saeesaanss s s ean e eas e esse st e mmen e esaanssa e 3-14
3312 P.ROLES. .....oocieeeemmisimiessssscrsessss s s s ennean s s sraasss s nan s e s ennesaas e mmnn e snaanssa s 3-16
3313 B PSS e e e e 3-16
3314 P.CARD _MANAGER ...t 3-16
3.3.1.5 P.SECURITY DORMATN .....iiiiiimiiiiiimiisssismssesssasssm s ssss s sassssas sssmsssssssnsassasssis 3-16
3.3.1.6 I e P 3-17
3.3.1.7 P.STATE TRANSITION...... oot sinas s ssnass s sssss s ssaas sss s sassseins 3-17
332 Organizational Secunty Policies Peculiar to the Delegated Management Package.................... 3-18
3.3.21 P.DELEGATED _MANAGEMENT ........ccccoiiiimminiisiinsiins e ensssns e ssaassas s 3-18
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3331 P.LOAD FILE VERIFICATION ... ..ot sssss e s snsas sssmsssssssnssssesns s 3-18
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3341 P.GLOBAL PIN .....ooiiiiiiieiissiisesisseseann s sasmme s ssaasss s s sanssas s ernesans e mmee e snaanssa s 3-18
3.3.5 Organizational Secunty Policies Peculiar to the Intrusion Detection Package .........ccccvvvvaevaen 3-19
3351 P.INTRUSION DETECTION ..ottt crassns s iees e snssss e sessnaansna e 3-19
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(c) Gamma Secure Systems Limited and Visa International Services Association. 2001



Tamper resistant
Resistant to DPA, etc.
Facilitates OP recovery

Reports exceptions to OP

security

Prevents bypass, etc. of OP _

Enforces applet separation Class A Security Target

Secure data erasure

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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The OP API s

i OP Security services

» Secure channel, CVM, access to lifecycle
states, elc.

B How can an Application PP/ST invoke them
without having them re-evaluated?

i Refine ADV-RCR.1 (maps API to TSFs during
traceablility analysis) e o

decrvpt VerifrEer, decrppeDara) secunry
APT to deerypt a key received by the

applicanion within a Secure Channel, It
iz available 1o applicarions 1o load their

B Include specific assumptions (defined | srissoreiiss
iIn OP3) in Application PP/ST

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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Application Code Verification @%aw

i Use FDP_ACC and FDP_ACF
0 Orange Book: clearance/classification known

i AVC: calculate attribute by applying each rule to
each Executable Module in Load File

i All rules must pass

i ST instantiation of P.APPLICATION_CODE
VERIFICATION defines AVC algorithms

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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Updating the OPCS e

B OP3 is resilient to OPCS changes via reference
INAIFECTON  Crogs reference tables  Specifications

OP3 TSF ... refa

I Works even for functionality changes

B But not if new TSFs are needed

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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I OP = secure dynamic multi-application card management
framework

I OP3:

» very detailed protection profile

» uses packages to handle options

» requires COE/integration Protection Profile
» provides security services to applets

i Effective/practical security management

» MRA
» separate evaluations possible
» reconfigurable smart cards

(c) Gamma Secure Systems Limited and Visa International Services Association. 2001
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