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Basle II

Extends credit/market risk provisions of Basle 1 
to operational risk

The risk of direct or indirect loss resulting from 
inadequate or failed internal processes, people 
and systems, or from external events

Encourages establishment of effective internal 
control to release Tier 1 capital

Can you demonstrate effective control to 
satisfaction of the regulators?
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Internal Control

UK Practices Board Model + ISO/IEC 27001
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IT Security

Log-on, encryption, anti-virus, access control, 
firewalls …

Preventive measures

What if it doesn’t work:
Need to detect event in sufficient time to 
prevent/mitigate the impact

Confidentiality, integrity, availability

Standards: technical, evaluation, management
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Taxonomy of Risk
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Taxonomy of Risk

The creditor defaults 1. Invoice not raised
2. Work outside contract
3. Unacceptable quality
4. Overheads too high
5. Unable to complete the job

10. Delivery too late

IT? Depends
on role played
by IT
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Risk Treatment

Basle defines formulae 
for credit/market risk

IT uses formulae (R = T 
* A * V), but this is 
impractical (and only 
assesses risk)

“Tell it like a story”
works better
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Risk Treatment
Performed by risk 
owners – the Board

Tell it like a story

Business events and 
impacts

Public methodology
Good plot
Happy ending
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Operational Risk - 1

Invoice not raised:
How do you ensure all 
invoices that should be 
raised are issued, and 
issued correctly?

IT solutions:
Substantive audit
Correctness of billing 
system
Customer authentication
….

Integrity

Failure of internal control 
in respect of CREDIT risk
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Operational Risk - 2

Mark to market:
How do you ensure the 
valuation of futures are 
in accordance with the 
rules?

IT solutions:
Automated test 
programs to detect:

Correspondence to reality
Database anomalies
Rate curve is valid
Valuation by trade

Integrity

Failure of internal control 
in respect of MARKET risk
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Operational Risk - 3

Customer details leaked:
How do you ensure 
customer data is not 
given to unauthorised 
people?

IT solutions:
Caller authentication
Access control
Website design
Firewalls
….

Confidentiality (Data 
Protection Act)

General OPERATIONAL 
risk
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Operational Risk - 4

Operator error:
What do you do if 
someone makes a 
mistake?

IT solutions:
Access control
Check and release
Back-up
Audit
….

Integrity

General OPERATIONAL 
risk
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Operational Risk - 5

Disaster:
What do you do if the 
computer breaks?
(part of business 
continuity)

IT solutions:
Back-up
Hot, warm standby
Disaster recovery site
…

Availability

General OPERATIONAL 
risk
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Effectiveness

“… detect the event in 
sufficient time to do something 
positive about it… “

See http://www.gammassl.co.uk/topics/time/index.html
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Effectiveness

Theory and Practice
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Summary and Conclusions

Basle II extends credit/market risk to operational risk

Operational risk can be subdivided

Need to measure effectiveness
Overall Plan-Do-Check-Act framework
Time metrics
Tell it like a story Risk Treatment Plans

IT plays a major role, so does therefore IT security

All part of internal control

All doable
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The 
IT Security Implications

of Basle II

Any Questions?  


