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Sarbanes-Oxley

W An act “to protect investors by improving the
accuracy and reliability of corporate disclosures
made pursuant to the security laws, and for

other purposes” Same for all laws/regulations
concerning corporate governance
| Places heavy emphasis on intern rol, e.g.
werepr etpeed ookl arr b e i Weeshoipraronr oo Woacefpreifery.
> §404; (@) (1).state.the fesponsibility.of mapagement
for establishing and maintaining an adequate internal
control structure and procedures for financial
reporting. “in At
Ea§|er in 'I(he days of thp (HHIIHI pen — pqt not so

Toeperaticy et T T (rBdi

el pursvant tthe 1A the mformajthn, age ...

©Gamma Secure Systems Limited, 2006

@ camma

——
Basel Il

B Extends credit/market risk provisions of Basel 1
to operational risk
» The risk of direct or indirect loss resulting from

Inadequate or failed internal processes, people
and systems, or from external events

B Encourages establishment of effective internal
control to release Tier 1 capital

B Can you demonstrate effective control to
satisfaction of the regulators?
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The impact of IT

B Remote access — potentlally anyone can change
the books

M IT is very complex — how do you know K :
that it is working?

B We rely on IT — what do you do when it breaks?

B IT keeps changing — can you still read records
you made a few years ago?

©Gamma Secure Systems Limited, 2006

@ camma
—
A management issue

B'\What if business practice cha‘ngé’?

A Y
B 'What if there is a/ new threat/reaatlow Py ey
B What if someone makes a mistake? @ t j*

'
B What |f/fhere is an unprecedent_ed disaster?

-

B Techrfologygis not the answer

""._"."

| Wh%c you need is.a “managemenrsys m
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ISO/IEC 27001

Information Security Management Systems -
Requirements

Scope *
Policy

Risk-Assessment (RA) OA *Preventive Action
Risk Treatment Plani(RTP) ¢ Q The

*ISMS Improvements

- eCorrective Action
Statement of Applicability (SOA) e Deming :

Operate Controls « o Cycle

Q eManagement Review
c®

eInternal ISMS Audit

Awareness Training
Manage Resources °
Prompt Detection -and-Response to Incidents
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International take-up

Fod aputic of - - - -

gﬁmums Civil Service-wide ISMS
INTRODUCTION
Objective

The Civil Service of Mauritius

5 November 2006

B Mauritius:
> Civil service-wide roll out

> Treasury, Civil Status, = ﬁ ’

Passport & Immigration,

= 1 il ol thee
Alrica m the Lubian Ocean

Social Security, GOC, ... o 200 r 10 b e
> Plus a civil service-wide ISMS o S e
» Drive towards being a cyber " T, )

/sland of quality o

©Gamma Secure Systems Limited, 2006




@ camma

————
Easy to implement
] Parts for you to complete
Skeleton ISMS O Skeleton%ws ®imic
B Event-impact RTP.S, = INTRODUCTION Eu\:m" =il
performed by senior S Objectie ) B —— 2\
man ag ers : -'.'.'-;-I ._.. e .I.I Checklists
= e
B Integrate with existing| o B —————
- | == Cvnghed b : 5
internal control = —
tI’UCtUI’eS Covers every requirement of ISO/IEC 27001

treat your future plans as part of the contlnu._m_f

improvement cycle —y
4 -6 months
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Compliance

B ISO/IEC Annex A controls focused towards IT
platforms

B Super start but need more than that:
» SOX — traceability of financial transactions
» Basel 1l — measurement of operational risk
M Internal control has different meanings around
the world, e.qg.:

> In US — only financial reporting
> In UK - everything
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SOX - ITGI's CobIT

W Not a management system,
but...

W Useful guidance

Figure 3—IT Compliance Roa

| ContrOI ObjeCtiveS \ L YIITJ(:II\IRUI_ JBIECTIVES

FOR SARBANES-OXLEY

B Alternative ideas i Tite RoLE oF [T N Tie

DESIGN AND IMPLEMENTATION

OF INTERNAL CONTROL OVER

u JUSt Ilke Annex"Amd / FINANCIAL REPORTING
ISO/IEC 27001 bgt: focusLed 2* Epmon
on financial appllcatlon'__

Sar banes-Oxley Compiiante
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Different AlLs

B Policy/RTPs should identify all required controls

B But has anything been overlooked? [

W Go through the “Alternative ldeas” &
List (AIL) to find out Risk Treatment

Flans

B Document results in the
Statement of Applicability (SOA)

B The AIL acts as a “safety net”

M IS 27001 Annex A, ITGI are examples
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Basel Il

B Credit, Market and
Operational Risk

Primary TR vk g e e
RED »
.Prijnnry M Assoclated Operational Risk: the
sk D’cllmt_mn: the risk of less  flina ’I \Jf ints 58,
Category ™ -
f T K5 CON N
il e g werk and ot maka profit. bt "

NG NON-ARPLICABLE RISKS)

MARKET | n—
RISK [V

RISKS CONCERNING IT FAILURE
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Basel 1l

................

M Credit, Market and
Operational Risk

CREDIT RISK 1. Invoice not raised
D,. 2. Work outside contract
3. Unacceptable quality
4. Overheads too high
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Measuring effectiveness o

P Saa mdass oedend '-6[‘:““-1

=
2 et byt "E
wperodgee

Money

E W M F

“... detect the event in sufficient time to do
something positive about it...”

See http://www. 0. uk/topics/til html
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Internal control

B Coreective gction
B Freventive action
W [mpravement

W Manage resources W [ndernal audit

B Training, COmMpetence, aWareness W Marnagement review

W Prompt regction o Incidents, etc W Customer feedback
W Routine checks, elc.

UK Practices Board Model + ISO/IEC 27001 + OEPs
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Summary and conclusions

Sarbanes-Oxley and Basel |1
each require a sound system of

intern contrbl
IT plays a major role, so does
therefore IT security

But it is a management issue
- need a management system

ISO/IEC 27001 is key — already
part of Mauritius becoming a

E=Gyber Island of Quality

B But it needs augmentation

» Sarbanes-Oxley 2
traceability of financial
transactions

» Basel Il 2 need to
measure effectiveness of
controls (operational risk)

B Unified model of internal
control

m All doable

©Gamma Secure Systems Limited, 2006

GAMMA
A

Information Security

Compliance for Sarbanes-

Oxley and Basel Il
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