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INTRODUCTION
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What is IMS-Smart?

IMS-Smart is a methodology with associated 
technology and productised IP-led services, 
including training for creating integrated 
management systems

It consists of a methodology, framework, 
architecture, service, training and technology

It is more than just ISO

It is key to sound internal control and corporate 
governance
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Management system standards

Management system = management capability

Means to establish, police and
improve your system of internal
control

Internal control is the means by 
which an organisation marshals its 
resources to achieve its objectives:

Processes for doing the job
Processes for doing the job 
the way the boss wants it done
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BS 25999-2 ISO 9001 ISO 14001 OHSAS 18001
ISO/IEC 20001 ISO 22000 ISO/IEC 27001

Enter BS 25999

BS 25999 has to deal with the triggering events 
of all other management systems plus one
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Market need
Lots of management 
system standards

Companies need/want to 
be certified

But too many systems, 
audits etc

Solution is an integrated 
management system

One MS, one audit, 
many standards

BSI call it the shape of 
the future

25th April, 2008
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Productised IP-led service

Delivered by Gamma and its partners

Created by Dr. David Brewer, a co-author
of BS 7799-2 (now ISO/IEC 27001)

Methodology for constructing and using IMS

Encompasses Brewer-List “Time” theory (for 
measuring effectiveness of internal control)

Tried and tested
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Tried and tested – an example

Rolling out ISMS across all ministries and 
departments for Government of Mauritius

Overarching ISMS at Cabinet Office levelOverarching ISMS at Cabinet Office level

Subordinate ISMS in Ministries (and various departments, e.g. Treasury,
Passport & Immigration, Civil Status, Social Service, Government

Online Centre, ….)

Subordinate ISMS in Ministries (and various departments, e.g. Treasury,
Passport & Immigration, Civil Status, Social Service, Government

Online Centre, ….)

Template ISMS 
allows promulgation 
of civil-service wide 

policies/procedure to 
subordinate ISMSs

Consultants 
trained 

selected civil 
servants to 
do the work



©Gamma Secure Systems Limited, 2008

Tried and tested – more examples
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THE IMS-Smart
“PRODUCTISED 
IP-led SERVICE”
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IMS-Smart history
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IMS productised IP-led service

Product specification

Near identical IMS

Pre-defined plan

ISO/IEC 27001,
ISO 9001, 
BS25999, etc

All at once or as
upgrades
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Phases

Construct the IMS

Prepare it and the 
client for certification

Certification

Support through the 
first surveillance 
audit



©Gamma Secure Systems Limited, 2008

Under the hood
Classroom/on-the-job training, 
throughout at least one PDCA cycle

Solid theoretical foundation

Event-impact RTPs

Opportunity-benefit OEPs

Role Model

To-Do-List concept

IMS-Smart

Overarching/subordinate IMS

Integrate with existing internal control 
structures

Marshal existing procedures/ records
3-6 months

Project plan as actually used in Mauritius
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Solid theoretical foundation

Common PDCA framework

Alternative Ideas Lists (AILs)

Process specifications (e.g. for IMP, BCP)
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Management system architecture
PLAN ACT

DO CHECK

Mission

Business Risks Business
Opportunities

Business
Objectives

Policy

Applicable/non-
applicable risk

Applicable/non-
applicable opportunities

Risk Treatment
Plans

Opportunity Exploitation
Plans

AIL

SOA

Safety Net

Control Processes Operational Processes Review

Act

Manage resources
Training, Competence, awareness
Prompt reaction to incidents, etc

Internal audit
Management review
Customer feedback
Routine checks, etc.

Corrective action
Preventive action
Improvement
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The “AIL” concept
RTPs and OEPs should have identified all controls, but 
has anything been overlooked?

What do other people do?

What do they do that applies to us?

If it applies do we do it?

This is just what Annex A (27K), §7 (9K) and CobiT are 
all about

SOA “Alternative Ideas” List (AIL)

It is a “safety net”
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Event-impact RTPs

Risk Assessment/ Treatment process, 
which can be performed by executive 
board members

Common to all standards

Predicated on Modified Brewer-List  
Methodology

Considers events and impacts

Uses a “tell it like a story approach” to 
identify the controls
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Opportunity-benefit driven OEPs
The converse of events and impacts

Have Opportunity Exploitation Plans (OEPs) rather than 
RTPs

Similar “time” theory   Still aimed at Board level, etc

Reaping the benefit Loosing the 
opportunity
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Information
ISMS

Acts to reduce risk
to acceptable level

Information
users

Use

Instruct and monitor

ISF

Owns/looks after

Owns

ISMS
AdministratorProvides

management
information

Direct

Manages

Policy
Makers

Set organisation-
wide policy

Provide feedback/
request policy
enhancements

Internal
ISMS

Auditors

Certification
Auditors Certify

Audit

Provide feedback
Provide feedback

ISMS
Advisor

Advise

Advise

Advise

ISMS
Trainer

Train

Advise

Role model
Integrated Management System Forum (ISMF)

IMS Implementer

IMS Administrator

Internal IMS Auditor

IMS Trainer

IMS Advisor

Certification auditor (optional)

Policy Maker

Original role model as created in Mauritius, November 2003
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The to-do-list concept

Put management system in place

Describe existing controls (i.e. just as they are 
now)

Treat changes as corrective/preventive actions or 
improvements (in compliance with the various 
standards)

Put these on the “To-Do-List”
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IMS-Smart technology

Hypertext

Ensure 
“desktop”
conformance

Accelerated 
IMS build

Upgrade path 
(e.g. for revisions to ISO 
standards, increasing IMS scope, …) 

On-line help facility
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Overarching & Subordinate IMSs

Needed for complex organisations (management structure)

Hierarchy of 
IMSs

Superior sets policy
for subordinate

Effectively establishes
“baseline” of controls

Subordinate may augment these to deal with greater risk

Subordinate may deal with other risks
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BENEFITS
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One click away

All documentation/records 
at your fingertips

No hunting for documents

No paper (99% saving)

Reduced audit time (e.g. 
4hrs down to 3½ minutes)

Speeds up management 
reviews too

Extract from http://www.gammassl.co.uk/topics/ics/Certification%20v02.pdf



©Gamma Secure Systems Limited, 2008

Transitions

Standards change every 5-6 years (ISO 9001 due 
later this year)

Transitions are time-
consuming

IMS-Smart upgrades
will shorten transition
times by 2-3 months

Extract from Gamma’s project records for transition 
of BS 7799-2:2002 to ISO/IEC 27001:2005



©Gamma Secure Systems Limited, 2008

Just one system

With several systems a lot of work, strictly speaking, 
has to be done several times

This is a waste of resources

Removal of duplicate effort – 100%

OVERLAPS
Some controls and therefore
Non conformities
Audits
Management reviews
Effectiveness analysis
….
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Just one audit

Having one audit saves 
time because of all the 
common elements

In Gamma’s case it’s a 
reduction of about 80%

Preparation used to be 
2-3 days per audit, now 
it is virtually zero

TYPICAL GAMMA AUDIT

Morning
Common management system

Information security

Afternoon
Quality

Report

Before IMS (9001 was 
paper based)

4 audits 1 full day each

With IMS
1 audit of ¾ day
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BS 25999

BS 25999 on its own has to deal with all the 
triggering events of all the
other management system
standards plus one

If all are integrated
together then the means
to prevent occurrence of impact is already dealt 
with

Saving, for just ISO/IEC 27001 about 50% of up 
front consultancy effort
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But not least

Ensures internal control is a line management 
responsibility

Senior management takes ownership better 
company with sound corporate governance
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SUMMARY
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Summary

Productised IP-led service

Buy just like an off-the-peg suit or a car, rather than 
“consultancy”

Many satisfied customers
Large complex organisations
Small organisations
Start-ups
Established companies, etc., etc.

More than just ISO – a key ingredient for sound internal 
control and corporate governance
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Integrated management 
systems – a productised IP-led 
service

Dr. David Brewer, FBCS, MIOD


