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INTRODUCTION
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What 1s IMS-Smart?

B |[MS-Smart is a methodology with associated
technology and productised IP-led services,
Including training for creating integrated
management systems

B |t consists of a methodology, framework,
architecture, service, training and technology

M |t is more than just ISO

M |t is key to sound internal control and corporate
governance
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Management system standards

B Management system = management capability

B Means to establish, police and
Improve your system of internal
control

B Internal control is the means by
which an organisation marshals its
resources to achieve its objectives:

» Processes for doing the job al Cont_
> Processes for doing the job SRS
the way the boss wants it done

Review
check

Common PDCA Engine
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Enter BS 25999
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EBS 25999-2 @ISO 9001 @ISO 14001 @ OHSAS 18001
o ISO/IEC 20001 @ISO 22000 m ISO/IEC 27001

B BS 25999 has to deal with the triggering events
of all other management systems plus one
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Market need

@ cavma

B [ots of management it
system standards . «IMS Improvements
Policy y 40
. Risk A [ (RA) e *Preventive Action
B Companies need/want to e T Siesfme';T(P ' e P eV A
be certified o ) 0 (RTF) ¢ ? «Corrective Action
Cross Check against the AIL(S) e Deming 2
B But too many systems Operate Controls e o Cycle
audits etc : Awareness Training O Q «Management Reviey
Manage Resources e Géomternal IMS Audit
B Solution iS an integrated F'F’rompt Detection and Response to Inodents-
management system << } request
Policy ~
Makers //" .
B One MS, one audit, e\ eronsts
many standards Al ) e
B BSI call it the shape of \ S NN
the future

— .
NN

ISMS Registrations by Continent

N Assures qualty " 25" April, 2008

Acts toreduce risk__
to acceptable level

Certify

Certification
Auditors o
.

\\_
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Productised IP-led service

B Delivered by Gamma and its partners

B Created by Dr. David Brewer, a co-author ?
of BS 7799-2 (now ISO/IEC 27001)

B Methodology for constructing and using IMS

B Encompasses Brewer-List “Time” theory (for
measuring effectiveness of internal control)

H Tried and tested

ISO/IEC 27001
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Tried and tested - an example

B Rolling out ISMS across all ministries and
departments for Government of Mauritius

Overarching ISMS at Cabinet Office level

Template ISMS_ Consultants
allows promulgation trained
of _C|_V|I-serV|ce wide selected civil
policies/procedure to servants to

subordinate ISMSs do the work

Subordinate ISMS in Ministries (and various departments, e.g. Treasury,
Passport & Immigration, Civil Status, Social Service, Government

Online Centre, ....)

©Gamma Secure Systems Limited, 2008



@crvma
—

Tried and tested - more examples

CLEANER
WORLD

ATH Digarin

Contact
Us

About | Products | Refineries | Gallery | News
o M&

@S

um oo Latest News

Office

~ TRRNMTTTTTIIIIN 15D Achieves 1S0/1EC 27001:2005 Certification

Information Services Department proudly announces that . .He_ has officially been certified for
I1SO/IEC 27001:2005 - Information Security Management as of April 3 2007 for all ISD related
services. The certification audit was conducted by DNV Certification authority based in Norway after an
extensive audit which was carried out in two phases.

The objective of the Information Security Management System [SMS is to empower to manage
its infoermation security risks.
is the first ] wmme to acquire this prestigious IS0 27001 Certification.
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THE IMS-Smart
“PRODUCTISED
IP-led SERVICE”
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IMS-Smart history

2002 2003 2004 2005 2006 2007 2008
RTP concept 4
conceived
Time theory published 4
IMS concept published
First use
Mauritius deployment
Qatar
Kuwait
India, elsewhere ME
Elsewhere, ROW
FrontPage (the
Skeleton)
Dreamweaver

template
IMS-Smart as a brand
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IMS productised IP-led service
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Af. Propare Awaneness Training Briefing |
AT Appaove Publish IS

B.1 Phasé Inliabion Meetng

B.2 Tradning |
6.3 Infiate 3 Progr |
B4 Addiitional Check Acthaties (VAPT, BCP Testing elc) |
.5 Conduct Management System Feew |
B B Initiate Intemal IMS audl Programma |
.7 Pre-ceriification Rt |

H Pre-d

]
Phase B INS Cbent P epatmion | P—
| *
X
<
==
<

Phase © - Contification |

H |SO/I

.1 bl Ausdin | <3 3
32 Cortitication | <0
() Phase - 0I5 Support | [ |
D1 Seneralsuppont neuing vosred | Meeting Farticipants (in addiion to the | Duration -
omimeicizbiedbibmd = Client Representative and our-
D3 Aasistance with IME effectainnss m
B salvas)
B S 2 5 ( IMS 05 Supportto it sseitonca saa | PTOJect Iallon meeting g Thr o
m lm Inaugural Integrate t Syst IMsF 2 hrs
“et Forum {IMSF) meeling
IP-led Service IS administrator fraining 1S Tmpl 0.5 days
sp.emm"n IMSF Meeting to approve IMS IMSF 1 hr
Phase Inltlation meeting - 1hr
a Fhase B training Internal IMS Auditors 1 day
On-the-job audit training (d F IMS Auditors 2-3 hrs
On-the-job audit training (impl tation au- Int | IMS Auclit 1 hr per audit.
l l dits). Tabh
r ) IMSF training IMSF. Int: I IS 2 hrs
Give Seminars (one per Evaryons within scops of the IMS | 1 hr sach
and sveryons within your organi-
satlon that you wish to Invite
Conduct il Sy Ravisw IMSF 3 hrs
Pre-cetification audit As agreed with the Certification Body
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Phases

B Construct the IMS\

B Prepare it and the ==
client for certifications 2=

e | B.1 Phase Iniiabon Meatng
. - - [ B2 Tram
( : 5
. e rt I fl Catl O n 5| B Check Acthties (VAPT, BCP T wlc)
\ %] B5c " i Praviem

z - HE nifiate r

|3

| “.j |

B Support through the T —— — j
first surveillance | | ;
audit
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Under the hood

B Classroom/on-the-job training,
throughout at least one PDCA cycle

Solid theoretical foundation
Event-impact RTPs
Opportunity-benefit OEPs
Role Model

To-Do-List concept

IMS-Smart

Overarching/subordinate IMS

Integrate with existing internal control
structures

Marshal existing procedures/ records

Scoping l

Initial (classroom) training 5

Intiate Management System (MS) bui

Cliert completes M= Manu

Cliert approves Man:

Consultant 24 review of MS Manu
Initizte internal M audit programm
Consuftart QA review of internal MS audi

First MS revi
Arrange certificaton

Client intistes trainingfawareness programm

Certification audi

- Clisrt led activity
- Conzuttant led activity
Certification Body led activey

Phaseds

Project plan as actually used in Mauritius

e
3-6 months
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Solid theoretical foundation

H Common PDCA framework

Scape e
-IMS Improvements
Introduction PD“C"ﬁ
-Preventwe Action
] Altematlve Ideas Lls;l;g,r (AlILS)aY .. o
-Correctu.-e Action
lifeve it nwsei aulfilli I Cross Check against the AIL(S) Deming
Orerate Controls » Cycle

g: fofo ||v|gol BCP }

a Rﬂscur’es ’ nternal IMS Au

m Process spec:lflcatlons (e

The AIL
e
AIL (pronounced “eye”) is the French word for garlic, which for some people is used to Prompt Detection and RES[}OIWSE to Incidents
ward off evil spirits. In our methodology, AL stands for “Altemnative ideas List™. Itis ; - ; IITTRE S edTse ol Uarse I TaT
usually manifest in the form of a code of good practice. Use it 1o identlify any controls L
that you have inadvertently omitied when you
formulated your Risk Treatment Plans. Docu-

ment your results, identitying for each one ol T e T

. whether it applies to you and why, in a s=ensiabe] ]y the
) "Statement of Applicability”. ISONEC 27001 has conttols. and tereti
an explicit formal requirement to do this. In other B
standands the AlL ks implicit. For example, in ISO prarb ol e 1
9001 it corresponds to Secion T—Product Reali- et Conatanee the e

"t Hoew B o
| Ensiness Hisl

http ,ﬁ‘,"www gammassl.co. uk,ﬁ‘toplcs,ﬂ‘u:s,"MSEprultatmn pclf 3-{;:”

enienrs of 150 L —

N e
sk CHECK
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Management system architecture

Business
Objectives

Business

Business Risks Opportunities

M Corrective action
H Preventive action
Applicable/non- Applicable/non- B Improvement
applicable risk applicable opportunities

Risk Treatment Opportunity Exploitation
Plans Plans

Control Processes Operational Processes Review

B Manage resources M Internal audit

B Training, Competence, awareness Hl Management review

B Prompt reaction to incidents, etc H Customer feedback CHECK
M Routine checks, etc.

©Gamma Secure Systems Limited, 2008
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The “AlL” concept

B RTPs and OEPs should have identified all controls, but
has anything been overlooked?

B \What do other people do?
B \What do they do that applies to us?
W If it applies do we do It?

B This is just what Annex A (27K), 87 (9K) and CobiT are
all about

B SOA <- “Alternative Ideas” List (AIL)

M It is a “safety net”

©Gamma Secure Systems Limited, 2008



Event-impact RTPs
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B Risk Assessment/ Treatment process,

which can be performed by executive

board members

B Common to all standards

B Predicated on Modified Brewer-List
Methodology

B Considers events and impacts

Information Security Risk

szﬂ.@ml

B Uses a “tell it like a story approach” to

identify the controls

©Gamma Secure Systems Limited, 2008
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Opportunity-benefit driven OEPs

B The converse of events and impacts

B Have Opportunity Exploitation Plans (OEPs) rather than
RTPs

B Similar “time” theory m Still aimed at Board level, etc
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Role model

Integrated Management System Forum (ISMF)

Provide feedback Owns/looks after

Set organisation-
wide policy

IMS Implementer

Provide feedback/
request policy

. enhancements Direct Advise
Policy
Makers
ISMS

ITtSel\;rgl / Provides Administrator |~ Advise
Auditors / Owns ”.‘a”age”?e”t

information )

Advise

Manages Advise
Information Use
users
Train

Information

IMS Administrator

Internal IMS Auditor
IMS Trainer
IMS Advisor

Certification

Auditors Instruct and monitor

Acts to reduce risk
to acceptable level

Certification auditor (optional)

Original role model as created in Mauritius, November 2003

Policy Maker

©Gamma Secure Systems Limited, 2008
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The to-do-list concept

B Put management system in place

B Describe existing controls (i.e. just as they are
now)

B Treat changes as corrective/preventive actions or
Improvements (in compliance with the various
standards)

B Put these on the “To-Do-List”

©Gamma Secure Systems Limited, 2008



B Hypertext

Home

B Ensure

Risk Treatment Plans

“desktop” —

MS Management
C O n fo r m an Ce Training & Awareness
Incident Management

Internal IMS Audit

Effectiveness

B Accelerated
IMS build

On-ine help

IMS Version yymmdd

B Upgrade path
(e.g. for revisions to I1SO

standards, increasing IMS scope, .

B On-line help facility

©Gamma Secure Systems Limited, 2008
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Overarching & Subordinate IMSs

B Needed for complex organisations (management structure)

W Hierarchy of

Determine

Top Level RTPs

IMSS overall
High level
. ) policy statements
[ Superlor SetS pOIICy Overarching IMS
for subordinate oo 1

Common Controls

m Subordinate specific

B Effectively establishes S S
“baseline” of controls RTPs Specific Controls

B Subordinate may augment these to deal with greater risk

B Subordinate may deal with other risks
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BENEFITS
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One click away

B All documentation/records
at your fingertips

B No hunting for documents
B No paper (99% saving)

B Reduced audit time (e.qg.
4hrs down to 3%2 minutes)

B Speeds up management
reviews too

Just a click away

are just parts of the
fem

with glee.

Extract from http.//www.gammassl.co.uk/topics/ics/Certification%620v02.pdf

©Gamma Secure Systems Limited, 2008

Being a web-technology based svstem. navigation
through the ISMS manual 1s by clicking on

hypertext links. In one
particular sequence, I
showed how mnternal andit
observations. management
system review actions, To-
Do-List entries. change
request forms and
document control records
all fitted together. In the
space of a faw minutes [
had demonstrated how our
management system had
meet about 50% of the BS
7799-2 requirements. The
assessor asked me another
question. I clicked the
hyperlink. The answer
appeared 1n a footnote
window (see [1]). Mike
noticed the assessor smile




Transitions

@ cavma

B Standards change every 5-6 years (1ISO 9001 due

later this year)

B Transitions are time-
consuming

B /MS-Smart upgrades
will shorten transition
times by 2-3 months

E3 Microsoft Excel - MAP 2002 - 2005.xIs

Fie Edt View Adobe POF Type & question for help

DS ST N DR 08 x A2 g [ 100

-ol:mnmal
-¢ cl[B]z v EEEREEE AN

Insert Format Tooks Dasta  Window Contribute  Help

: Times Hew Roman

S RE ]

R et st R M Y
Open In Contribute 7§ Publish To Website 5] Post To Elog !

A108 - A& ABE Media handling and security
A B C D E F
Organising
7 information security
8
G | Conmol abjective : Ta manage information seeity vithin the oxganization. Contols
A41l % Forum to ansure that there & cleax duzection

and visible mansgement suppost for secwity iuitiatives shall
[be in plare. The manszsment form shall prowote sacmity
theomzh appropriste comumitment and adequate resonreing,
10 6.1.1

secunty forum
Management

commitment to 2002 says how, 2005 says
ion security c what

[A.4.1.2 Ifermation securiy [ large organizations, a cross- fanetional foram of
coordination management representatives from relevant parts of the

orzanization shallbe used to coordinate the implementation.
11 ot e 12 s

4413 Allocanion of snformarion Fesponsihilitiss for the protaction of individnal assets and for
sccurity responsibilines cavrying out specific serurity processes shallbe clearly

12 defined 6.13 S

4414 Auihorisation process for n procsss for mew
information processing facilisies processing facilities shallbe established

3 6.1.4

Approval process for
information processing
facilities c

A.4.L5 Specialist information securiy  [Specialist advice on information seewrity shall be sought from

advice either intemal or extemal sdvisors and coordinated Contact with special
14 thonghout the i 6.1.7 interest groups c
A 4LE Coaperation barween [ ppropriate contasts with Law enforcement anthorities,
or gamisations regulatory bodies, mfarmation servise providers and
15 operators shall be maintained. 616 Cantact with autharities C
AL Independent review of The of the ‘policy shall Planned intervals or when
information security [be seviewsd indepandsutly. signigicant changss oceur
16 E.1.8 = added
17

18 | Controt obeative: To maintain the security of organizational information processing facilities and

8.4.2.1 dertficarion of risks fiom third- | Tha risks ssocialed with azesss to orgamizational

(party acess inforemation processing facilitins by hird paaties shall be
WO mhz002/ i

ravt~ g | Autoshapes= N\ N (1O A &l 2 8] @ | -2 - A -=
Ready Sum=10.7

’1—',' sl‘a_rl‘ /S inten... | @1

Z pubald.., | ¥

Extract from Gamma’s profect records for transition
of BS 7799-2:2002 to ISO/IEC 27001:2005
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Just one system

B With several systems a lot of work, strictly speaking,
has to be done several times

B This is a waste of resources

B Removal of duplicate effort — 100%

©Gamma Secure Systems Limited, 2008



Just one audit

B Having one audit saves
time because of all the
common elements

B In Gamma’'s case It's a
reduction of about 80%

B Preparation used to be
2-3 days per audit, now
It is virtually zero

©Gamma Secure Systems Limited, 2008
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BS 25999

B BS 25999 on its own has to deal with all the
triggering events of all the
other management system
standards plus one

React and recover from
occurrence of impact

+—
L —=L®)
g8
o E
I_H—
25
=
= 9
o
gL
[T
£8

<}

M If all are integrated
together then the means

to prevent occurrence of impact is already dealt
with

B Saving, for just ISO/IEC 27001 about 50% of up
front consultancy effort
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But not least

B Ensures internal control is a line management
responsibility

B Senior management takes ownership = better
company with sound corporate governance

©Gamma Secure Systems Limited, 2008



SUMMARY
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Summary

B Productised IP-led service

B Buy just like an off-the-peg suit or a car, rather than
“consultancy”

B Many satisfied customers

> Large complex organisations

» Small organisations

» Start-ups

» Established companies, etc., etc.

B More than just ISO — a key ingredient for sound internal
control and corporate governance
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Integrated management
systems - a productised IP-led
service

Dr. David Brewer, FBCS, MIOD
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