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Objective

“For many chief executives, concerned
with meeting their organisation’s business
objectives whilst complying with new
legislation such as Sarbanes-Oxley, the
utility of the Common Criteria must seem

an irrelevance. Yet there is an important
link.”




Agenda

e Overture (corporate governance ...
o Effectiveness of internal control

e Case for the Common Criteria

e« Summary and recommendations




OVERTURE




Corporate Governance

* Laws and regulations since 19 century
« Anti-discrimination, directors’ conduct,...

e ... and a result of scandals

— South Sea Bubble, Kruger, Salad Qill
company, Equity Funding, Polly Peck,
Maxwell Pensions, Enron, WorldCom

e Sarbanes-Oxley, EC Directive, OECD,




Internal Control

« CG requirement ission

 Means to achieve objectives ISR
— Operational procedures Business Risks
— Controls

Applicable Risks

 Deming cycle (PDCA)

e Common to ISO 9001,
BS7799-2 etc..

Internal Controls

11




Extensiveness of Business Risk

* Following Basel Il

Associated Operational Risk: the
Definition: the risk of loss  |[inadequacy or failure of internal processes,
arising from ... people and systems that results in a risk
of ...

Primary
Risk
Category

... default by a creditor (which

wrill usually be a custorner). ... doing work and not making a profit.

Project risk

... changes in trading positions |[... our money and other assets not being

Trading risk when prices move adversely,  |[worth as much as they ought.

... the market refusing to buy
Market rizk  |[what we have to offer at the
price we wish to sell it,

... being unable to sell what the market
wants.

Exiztence rigk ||... the fact that we exist, ... spending money unnecessarily.

*% Common Criteria




How Information Security Fits

........

Prim ary

Risk

e Information security IS
part of internal control

— Institute of IT Governance
— Qur experiences = e

e Information security IS
more than IT

« Exemplar - Gamma’s ICS

*% Common Criteria
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EFFECTIVENESS OF
INTERNAL CONTROL




Time Metrics

“... detect the event In
sufficient time to do something
positive about It... “

See http.//www.gammassl.co.uk/topics/time/index. htm/




Fundamental Model (too late)
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Continuum of Classes

* Preventive (Class 1)
e Detective (Classes 2 — 4)
 Reactive (Classes 5 — 7)




Well Formed Controls

« Axiomatic that things go wrong (Murphy)
— Accept the risk
— Strengthen control
— Add a detective control

* Well formed if capable of prompt detection
of failure

e Also known as self-policing (see BS7/799-2)




COMMON CRITERIA




Controls and SFRs

« SFRs are not controls, but parts of them




Fallure Modes

 The code Is wrong or falls to address all
clrcumstances

 The assumptions are not implemented
correctly or the users fall to operate
correctly

* The function may fall because of some
known error or physical condition




Risk Treatment Plans

Event ING HACKING

The intermal

Assets

Impacts

T h re ats '-:::-:5::5:it::-lz ” rI|"|r’r1 r-:-;Jr-:::’ri-:::- hoagaingt our comp 1 I ’r r r-1 [ hl of the Data P rr::-’re-:::h-:::- ri --
RiS k The threat is the hacker

Vulnerability

Risk Treatment

*% Common Criteria




Risk Treatment Plans

. RISKS CONCERNING HACKING
e Ask what If

The intermal networks are connected to the Internet, There are also various modem

) access the internal netwaorks remotely and read data, modify it, infroduce malicious
control doesn't
WO rk The impacts of such events are:

B Possible inakility to ooy out seme or all of our business, ses ES.1 . ES.2 , ES.3 , EA.4

- Acce pt rISk B Possible unwanted disclosure of sensitive information [e.q. Groups F, K], see ES.2

B Possible court action against our company for breach of the Data Protection Ac
= Strengthen The threat is the hacker.

_ Dete Ct Risk E5.1 A hacker could bring about our inability to carry out some ar all of our
the netwaork, The fist line of defence against such an attack is the firewall. The IEP £
therefare whether this firewall is always correctly configured, or if is under attack. Me
acceptable risk because there is a second line of defence, which lies in hardening t
“Hotfix and senvice pack vparades™ Howewvear:

*% Common Criteria




Risk Treatment Plans

RISKS CONCERNING HACKING

 But what If
detective
control too
late!

*% Common Criteria




Argument for CC Evaluation

* Detective control Is too late or impractical
e Impact is big-time
 Examples

— Chip and PIN
— Writing audit records




Evaluation Requirements

 Ability to express control requirement In
PP/ST
— Automated cash dispenser (PP/9907)
— Electronic purse (PP/0101)
— Financial accounting packages
— GlobalPlatform

 Language barrier — doable — but can put




SUMMARY

 RTPs identify where CC Is an imperative

e CC evaluation gives assurance In those
parts of internal contro

e Sound internal control prerequisite for

corporate governance

 Hence link between corporate governance
and the Common Criteria




RECOMMENDATIONS

Consider security as part of internal control
Use RTPs to identify need for evaluation
Determine how existing PPs contribute
Ditto vendors’ STs

Vendors of other IT consider same
CC authorities help to ease language

ST
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